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Motivation Work Flow

Credit card frauds are unauthorized transactions (billions $ industry) EXPERT:

ldeally, automatic techniques (ML) should detect and prevent all fraud * Manually maintaining a lot of rules, searching and adapting

In practice, detection is improved by hand-crafted rules, written by relevant rules in order to fix misclassified transactions
experts that use domain knowledge. One of the main challenges is
maintaining the rules and update to prevent new and unknown attacks.

RUDOLF:

Given a set of misclassified labeled transactions:
Our goal: guide and assist domain experts in this challenging task. * All misclassified transactions are clustered

Our solution: 1. Automatically determine the “best” adaptation to Iteratively, on each cluster:
existing rules * Find top-k closest rules

2. Interact with the experts in order to refine the rules, * Expertcan generalize rules (by extending condition boundaries)

and find the better modification based on their * Experts can specialize rules (via splitting)
experience and domain knowledge Stop when all misclassified transactions are fixed or expert finished

Example
Transaction List: RUDOLF in action:

Time | Amount | Transaction Type Location Time Amount Transaction Type Location

18:02 107 Online, no CCV Online Store FRAUD Clustering:

18:03 106 Online, no CCV Online Store FRAUD (18:02, 18:03] 1106, 107] Online. no CCV
18:04 112 Online, with CCV Online Store ’ ’ ‘

19:08 114 Online, no CCV Online Store FRAUD Closest Rule:
19:10 117 Online, with CCV Online Store [18:00, 18:05]  |[110, ]

20:53 46 Offline. without PIN | GAS Station B | FRAUD Generalization:
20:54 48 Offline. without PIN | GAS Station B | FRAUD [18:00, 18:05] 1106, ]

20:35 44 Offline, without PIN | GAS Station B | FRAUD Snecialization:
20:58 47 Offline, with PIN Supermarket peCiatization:

21:01 49 Offline, with PIN GAS Station A [18:00, 18:05] [106, ] Online, no CCV
: ' : ' ' Expert interaction:

[18:00, 18:05] [105, ] Online, no CCV

Online Store

Existing fraud rules @ on day n:
1) Time = [18:00, 18:05] A Amt = 110
2) Time € [18:535, 19:00] A Amt = 110
3) Time € [21:00, 21:15] A Amt = 40 A Location<°Gas Station A’
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RULES: 17 LAST EDITS:
Transaction:

EXPERTS: 11 RULE #7: : - TIME = 22:00

RULE #6: - SUM > 100 $104|22:17|Credit Card Online, no CVV|Shoes Store

EDITS MADE: 5 RULE #3: ' ' - TYPE = 'ONLINE, NO CVV"*

;: Possible edits: Sum > 103
RULE #8: 0016 = TIME = [16:00, 16:45] | Rule 1: Time > 22:00, Sum—=310 Transaction Type = 'Online' Accept / Edit

TRANSACTIONS: 170
RULE #3: : > TIME = 22:00 Time > 22:16

FRAUD DETECTED: 10 | Rule 2: Fime—=—22:38 Sum > 100, Transaction Type = 'Online' Accept / Edit

MISSING FRAUD: 4




